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Abstract 

This research presents a critique of  smart cities, to conceive a technological 
city opposed to the corporate colonization of  digital networks, to algorith-
mic governmentality and to surveillance capitalism. Methodologically, it is 
a literature review with qualitative approach and dialectical procedure. It is 
concluded that the role of  participatory citizen should be resumed through 
the (re)appropriation of  information and communication technologies, cre-
ating a city sensitive to social differences. Furthermore, the article proposes 
that, even though the Internet brings the promise of  broadening the means 
of  access to political participation, the reality points to a scenario permea-
ted by the exploitation of  personal data and the reduction of  the citizen’s 
questioning role to a mere consumer. Also, as a scientific legacy, the article 
provides theoretical support for future research that seeks to understand the 
smart city from the critique of  political economy 

Keywords: Smart cities; Sensitive cities; Human rights; Participation; 
Technology.

Resumo

Esta pesquisa apresenta uma crítica às cidades inteligentes, para se conceber 
uma cidade tecnológica oposta à colonização corporativa das redes digitais, 
à governamentalidade algorítmica e ao capitalismo de vigilância. Metodo-
logicamente, trata-se de revisão bibliográfica com abordagem qualitativa 
e procedimento dialético. Conclui-se que o papel de cidadão participativo 
deve ser retomado por meio da (re)apropriação das tecnologias da infor-
mação e comunicação, criando uma cidade sensível às diferenças sociais. 
Ademais, o artigo propõe que, por mais que a Internet traga a promessa de 
ampliação dos meios de acesso à participação política, a realidade aponta 
para um cenário permeado pela exploração dos dados pessoais e pela re-
dução do papel questionador do cidadão, tornado mero consumidor. Ainda, 
como legado científico, o artigo dá suporte teórico a futuras pesquisas que 
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busquem compreender a cidade inteligente a partir da 
crítica da economia política.

Palavras-chave: Cidades inteligentes; Cidades 
sensíveis; Direitos humanos; Participação; Tecnologia.

1 Introduction

New Technologies of  Information and Communi-
cation (NICTs) bring new ways of  political participa-
tion within – but the reality of  the political economy of  
the information society also suggests serious democra-
tic setbacks. On the one hand the possibilities of  e-de-
mocracy brought about by new forms of  instantaneous 
and complex communication, increasingly accessible; 
on the other hand, asymmetry and structural informa-
tional inequality, dataveillance and behavioral surplus 
value may be classified as negative consequence of  the 
establishment of  big technology companies (from now 
on called big techs) as controllers of  massive amounts of  
personal data. 

In this sense, it is questioned, as a research problem, 
what is the relationship between new information te-
chnologies and the possibilities and setbacks for the 
means of  direct and participatory democracy? The hy-
pothesis that permeates the research is that the right to 
the city means a critique of  the totality of  societies - 
conceiving “totality” in the Marxist sense used by Henri 
Lefebvre, understanding the universality of  dialectics 
and how all elements of  society influence each other, in 
which the urban phenomenon is understood as a global 
reality, with the universal premise of  production1 - and 
restricted forms of  participation policy. 

For this, the text uses as operational concepts: (I) “ri-
ght to the city” and (II) “spatial justice”, the first being 
related to the critique of  political economy contained 
in the Lefebvrian conception of  the term - more than a 
“right” produced in legislative acts2 – mainly when con-
ceiving the production of  urban space as dependent on 
the general conditions of  the production system, that 

1  VOLOCHKO, Danilo. Henri Lefebvre: totalidade, radicalidade e 
dialética espacial. GEOUSP Espaço e Tempo (Online), [S. l.], v. 23, 
n. 3, p. 506-524, 2019. Disponível em: https://www.revistas.usp.
br/geousp/article/view/162821. Acesso em: 8 fev. 2022. DOI: 
10.11606/issn.2179-0892.geousp.2019.162821.
2  LEFEBVRE, Henri. O Direito à cidade. 5. ed. São Paulo: Centauro, 
2011. p. 117-118.

is, on the prevailing political economy, in which partici-
pation in the production of  the city is restricted to the 
antagonistic paradigm of  social classes – demanding a 
critique of  contemporary political economy, a critique 
of  the political economy of  smart cities, giving rise to 
topics such as informational economy, platform capi-
talism and extraction of  added value from digital data. 
Also, the notion of  production of  difference in Lefeb-
vre, different from the homogenizing difference – se-
gregation into classes – of  capitalism

Spatial justice, in another way, enters the themes of  
technopolitics, that is, of  possible empirical experien-
ces - understanding this movement from the daily prac-
tices of  bodies, that is, from the political assemblages 
of  society, from the apprehension of  Philippopoulos-
-Mihalopoulos from the new materialism3 – to make a re-
newed profoundly democratic and participatory society, 
based on this critique of  the capitalist production of  
smart cities – that is, how to appropriate the city in the 
informational age. And spatial justice being something 
that emerges from the escapes of  capitalist technocra-
cy, in the attempts of  popular, artistic and creative ap-
propriation of  technologies. The operationalization of  
this concept provides questions related to the criticism 
of  technology, its appropriation and the possibility of  
using it in a different sense from the capitalist and cor-
porate management of  information and communica-
tion

Based on these premises, the main objective of  this 
research – which was produced through the dialectical 
procedure method, with a qualitative approach and a 
literature review research technique – is to criticize as-
pects of  smart cities and propose alternatives through 
the collective appropriation of  technologies. For this, 
we will seek to address the following specific objectives: 
(I) to understand the informational political economy, 
guided by the new relationships between citizens and 
big techs, resulting in new processes of  appropriation 
of  networks that end up affecting social relations (such 
as work and consumption) rising new mechanisms of  
value production from the point of  view of  political 
economy, mainly in the field of  digital data, in which 
people’s behavior ends up becoming a valuable asset on 
platforms; (II) to carry out a critique of  participation 
in smart cities, understanding the scenario of  its pro-

3  PHILIPPOPOULOS-MIHALOPOULOS, Andreas. Spatial jus-
tice: body, lawscape, atmosphere. New York: Routledge, 2015.
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mises; (III) to analyze the right to the city and spatial 
justice renewed by previous criticisms, appropriate to 
the context of  smart cities, as a production of  differen-
ce and ruptures with the capitalist continuum through 
the popular appropriation of  technologies, and not by 
repulsing them.

2  The political economy of 
information

The critique of  political economy is the radical cri-
tique of  the fundamentals of  an era, considering them 
as being historically specific, fruit of  an era, which is 
why smart cities need to be seen according to the po-
litical economy that sustains them – the promises of  a 
data-driven informational economy, capable of  solving 
urban problems by promoting the interests of  the big 
techs, more than a criticism based on its consequences 
– such as the violation of  privacy and its technocratic 
tendencies – but also based on the social, economic and 
historical conditions that provide such violence.

Smart cities, as much touted as a solution to urban 
contradictions, carry a wide range of  contradictions wi-
thin, being the main ones: (I) the promises of  smart 
cities; (II) its damages to society. The promises (I) can 
be listed as: (a) the smart economy based on entrepre-
neurship and innovation; (b) smart governance based 
on digital democracy, cooperation, participation and ac-
countability; (c) smart mobility; (d) smart environmen-
talism promoting sustainability; (e) intelligent life, which 
promotes quality of  life, safety and well-being; (f) smart, 
more informed, inclusive, empowered and creative peo-
ple. However, such promises are emptied or contradict 
by their damages to society (II), listed as: (a) commodifi-
cation of  the city, which causes monopolization of  digi-
tal platforms as solutions to urban problems; (b) althou-
gh technologies are commonly considered objective, 
non-ideological, supposedly scientific, they only exist as 
part of  a system of  ideas, techniques and context, re-
vealing biases (prejudices) of  their developers; (c) tech-
nocracy ends up replacing democratic politics, through 
supposedly technical solutions – which turn out to be 
also ideological and political, therefore; (d) smart cities 
turn out to be vehicles for imposing a ideological agen-
da of  privatization of  the city, rewarding corporate go-
vernance; (e) such a technocracy makes cities vulnerable 

by transforming simple issues into complex systems; (f) 
technologies publicized as bases for the smart city are 
not emancipatory, as they only promote an algorithmic 
governmentality, and do not allow citizens to get invol-
ved in decisions that outline city government guidelines; 
(g) such technologies further reinforce social and spatial 
inequalities rather than reconfigure them. 4

The rise of  Big Data inaugurates the data-driven 
phase of  informational capitalism, which manifests it-
self  in diverse sectors, mainly economic, political and 
ideological. Economically speaking, everything beco-
mes privatized, including personal and behavioral data, 
as well as communication. Politically, an industrial sur-
veillance complex emerges, building a scenario in the 
political economy that ultimately nurtures an ideology 
that affirms that surveillance is beneficial to all, pro-
moting a culture of  control, fear, competition, and 
individualization.5 This reality is called “surveillance 
capitalism”,6 when the mechanism for extracting value 
from collected and systematized personal and behavio-
ral data is identified — mainly on platforms control-
led by large technology and communication companies 
such as Microsoft, Apple, Google, Amazon, Facebook, 
Tencent and Alibaba.

The logic and operation of  surveillance capitalism 
can be summarized into four main themes: (I) the logics 
— the ability of  digital platforms to transform interac-
tions (commercial or otherwise) with users into more 
gross-valuable to be traded with its real customers, 
which are the advertising advertisers on such platfor-
ms. Therefore, it is a logic of  creation and a high value 
from a substrate (data) at first sight undervalued, as this 
(meta)data was considered disposable when platforms 
(Google, Facebook, etc.), but whose attainment has be-
come, quite recently, an objective of  deep and aggres-
sive vigilance, and the mechanisms for this, developed 
by technological corporations, are now understood as 
important assets; (II) the means of  production — sub-
sumed in the technical capacity to promote AI-based 

4 KITCHIN, Rob. Making sense of  smart cities: addressing present 
shortcomings. Cambridge Journal of  Regions Economy and Society, v. 8, 
2015
5 FUCHS, Christian. Karl Marx in the age of  big data capitalism. In: 
CHANDLER, D.; FUCHS, C. (org.). Digital Objects, Digital Subjects: 
interdisciplinary perspectives on capitalism, labour and politics in 
the age of  big data. London: University of  Westminster Press, 2019. 
p. 57-58.
6 ZUBOFF, Shoshana. The age of  surveillance capitalism. New York: 
Public Affairs, 2019.
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machines capable of  processing and mining such data 
in ways that make them valuable. Therefore, it is com-
putational power that imposes a technological division 
between corporations and society, and only these cor-
porations are able to manage and profit from the data 
produced by people; (III) the products – the massive-
ness of  extracted behavioral data makes possible the 
predictive identification of  behaviors, which are valua-
ble in reducing the risks of  the activity of  those who 
hold the information; (IV) the market – a new future 
data market emerges, offering knowledge as a disputed 
asset, capable of  promoting strategic probabilistic in-
formation.7

The means of  production of  surveillance capita-
lism is the technical domain of  digital platforms, that 
is, the private appropriation of  technologies for extrac-
ting and processing personal data produced by users, 
which are thus transformed into valuable assets. In this 
transformation process, the concentration of  knowled-
ge generates an unprecedented concentration of  power, 
understood as an unauthorized privatization of  the divi-
sion of  conceiving a capitalist appropriation of  the way 
people achieve knowledge, especially that acquired from 
the analysis of  digital data8 The big techs’ monopoly 
of  networks is a colonization of  digital communication 
promoted by the global political economy, based on a 
systemic inequality that will persist as long as networks 
are accessed through these platforms.9 The algorithmic 
control of  surveillance capitalism imposes a form of  
world (like a “large shopping mall”), forming humans 
colonized by commercial logic, conditioning their beha-
vior to be exclusively consumers.10 The intermediation 
through these digital systems, which constitutes pla-
tform capitalism, is a characteristic of  this monopoly, 
which expands in the trend of  transforming everything 
into digitally mediated services — what has been called 
the process of  “uberization” of  everything.

7 ZUBOFF, Shoshana. The age of  surveillance capitalism. New York: 
Public Affairs, 2019. p.  52.
8 ZUBOFF, Shoshana. The age of  surveillance capitalism. New York: 
Public Affairs, 2019. p. 204-205.
9 DAHLBERG, Lincoln. Web 2.0 divides: A critical political econ-
omy. Media e Jornalismo, Lisbon, v. 18, n. 10, p. 84-99, 2011. p. 94.
10 FUCHS, Christian. Karl Marx in the age of  big data capitalism. 
In: CHANDLER, D.; FUCHS, C. (org.). Digital Objects, Digital Sub-
jects: interdisciplinary perspectives on capitalism, labour and politics 
in the age of  big data. London: University of  Westminster Press, 
2019. p. 58-59.

In informational capitalism, knowledge producers 
constitute an exploited class, and this presupposes di-
fferent types of  workers — industrial, government, stu-
dents and researchers — and also those whose imma-
terial labor contributes to social reproduction — such 
as housewives and service providers. Even goods pro-
duced in the Internet through sharing and free com-
munication between users – whether data on behavior, 
opinions, applications or developed techniques – are 
appropriated by the Capital, intensifying what can be 
called “colonization of  networks”.

Data capture, by its turn, occurs through: (I) its 
naturalization through the widespread acceptance of  
data extraction, which are always available to Capital, 
as natural resources to be explored, legitimized by the 
ideological structure of  algorithmic governmentality; 
(II) modes of  extraction — the rise of  social networks 
has made personal data increasingly available and ready 
for extraction, as well as the expansion of  data-driven 
services, thus transforming behaviors and choices (both 
personal and joint) into data and also the way in whi-
ch social relations have enabled individuals themselves 
to track their own movements through extraction me-
chanisms such as data sent by users to the platforms, 
related to their use, whether data related to purchases, 
mobility, opinions or preferences.11

Feenberg12 exposes a critique of  the opponents or, 
on the other side, the naive promoters of  the Internet 
who are based on essentialist views of  technology – and 
considers it absolutely reprehensible or the necessary 
structure for the construction of  a global political Ago-
ra – being that this space, in reality, is shaped according 
to the struggles between certain groups interested in its 
corporate part, strictly relative to its economic value and 
public use, disputing the design of  the technical sys-
tem. Corporate colonization of  networks is, at the same 
time, the condition for the establishment of  surveillan-
ce mechanisms, data and labor exploitation, and its con-
sequence, creating a vicious circle of  appropriation of  
networks – and it makes their democratized use even 
more distant.

11 COULDRY, Nick; MEJIAS, Ulises. Data colonialism: rethinking 
big data’s relation to the contemporary subject. Television and New 
Media, 2018. p. 4-10.
12 FEENBERG, Andrew. Technosystem: the social life of  reason. 
Cambridge: Harvard University Press, 2017. p. 87.
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A new culture of  surveillance, unprecedented in its 
invasion potential and strength, is being thus develo-
ping, and one of  its main characteristics is the partici-
pation of  people in regulating their own surveillance, 
which can be understood as constituents of  “imagina-
ry of  surveillance” — socially shared understandings, 
such as fear, that justify surveillance practices — and 
“surveillance practices” — activities that involve both 
the condition of  being watched and the subjects’ in-
volvement in watching — which intersect and occur 
simultaneously;13 however, more than a governmental 
mechanism, surveillance is currently a large industry, 
directly linked to powerful corporations. This ubiqui-
ty of  surveillance makes Zuboff14 indicate the overco-
ming of  the totalitarian symbol of  big brother by the big 
other, precisely because there is no longer the centralized 
power of  mass society, but an inescapable surveillance 
that occurs with the compliance of  people, who believe 
they receive the right to use the platforms in exchange 
for their data, and who multiply their flows, asserting 
means of  control and freeing up the ubiquitous imple-
mentation of  more surveillance practices.15 

This power invades people’s behavior, the core of  
private life, under financial and/or ideological interests, 
as a “stimulus vortex” or nudges based on behavioral 
psychology, which replaced the centralization of  power 
with stimuli based on rewards and punishments infer-
red in behavior. Thus, a social and political technology 
that governs behavior emerges, which Augusto16 calls 
“monitoring device”.

The economic exploitation of  this culture of  survei-
llance and algorithmic governmentality is the extraction 
of  behavioral surplus value, which occurs with a pro-
cess of  consented surrender by users of  the practices 
of  their daily life – through mechanisms created by the 
social structure of  the surveillance culture – based on 
mechanisms of  digital platforms that convert such in-

13 LYON, David. Cultura da vigilância: envolvimento, exposição e 
ética na modernidade digital. In: BRUNO, Fernanda et al. Tecnopolíti-
cas da vigilância. São Paulo: Boitempo, 2018. p. 151.
14 ZUBOFF, Shoshana. The age of  surveillance capitalism. New York: 
Public Affairs, 2019. p. 44-46.
15 TELES, Edson. Governamentalidade algorítmica e as subjeti-
vações rarefeitas. Kriterion, Belo Horizonte, n. 140, p. 429-448, 2018. 
p. 438.
16 AUGUSTO, Acácio. O dispositivo monitoramento como tecno-
logia política: formas da democracia securitária e do cidadão-polícia. 
In: ABARIEGO, Jesús; AMARAL, Augusto Jobim do; SALLES, 
Eduardo Baldissera Carvalho (org.). Algoritarismos. Sao Paulo: Tirant 
lo blanch, 2020. p. 267.

formation into data. In smart cities, the potential for 
extracting added value is intensified, given that they 
support the production of  behavioral data in all urban 
practices: in the use of  mobility mechanisms, in the dis-
tribution of  electricity, among others.

Differently from the added value when it is conside-
red a direct product of  salaried work, due to this who-
le culture of  surveillance, a new added value appears, 
applied to digital work, which is essentially unpaid and 
captured in the production of  data, especially in social 
networks, being such work rewarded only with suppo-
sed improvements in platform services.17 Digital work 
is explored under the influence of  three elements: (I) 
coercion – as users are ideologically coerced to use pla-
tforms to communicate and socially relate; (II) aliena-
tion – as only corporations(and not any user) own the 
platforms and are the only ones capable of  producing 
profit; (III) expropriation – the value (labor time) of  the 
data commodity is transformed into money appropria-
ted by corporations. Therefore, constant surveillance 
is crucial in the data commodification process, and the 
longer the time dedicated by users on the platforms, the 
greater the amount of  data produced. 18

3 On participation in smart cities

Although smart cities have some potential to increa-
se citizen participation — mainly due to the enlarge-
ment of  the number of  possibilities of  information and 
communication provided by the technologies they are 
based on — they end up being demonstrated in a “post-
-political” way of  predicting feedback, negotiations and 
creation in an instrumental way, not political, therefore 
— even if  they encourage the citizen to look for solu-
tions to practical problems linked to their applications 
and their development. In this sense, citizens are never 
induced to challenge the political foundations and ratio-
nalities involved in urban politics.19

17 DANTAS, Marcos. Mais-valia 2.0: produção e apropriação de 
valor nas redes do capital. Eptic Online, v. 16, n. 2, p. 85-108, 2014. 
p. 105-106.
18 FUCHS, Christian. Critique of  the political economy of  infor-
mational capitalism and social media. In: FUCHS, Christian; SAN-
DOVAL, Marisol. Critique, social media and the information society. New 
York: Routledge, 2014. p. 58.
19  MISOCZKY, Maria Ceci; OLIVEIRA, Clarice Misoczky de. A 
cidade e o urbano como espaços do capital e das lutas sociais: notas 
sobre a dutadoura contribuição de Henri Lefebvre. Revista de Admin-
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This false expansion of  participation is a response 
by interested corporations to the critiques of  techno-
cracy and the instrumentalism of  smart cities, pro-
mising a citizen-centric management that is not truly 
articulated.20 All this foments a democratic crisis that 
Zuboff21  incites as a “coup d’état from above”, carried 
out by big techs, in which the digital future occurs at the 
expense of  the human future, which this moment of  
capitalism uses to hide the answers to questions about 
“who knows”, “who decides” or “who decides who de-
cides”.

Such a corporate control over data — under which 
algorithmic governance is exercised — exposes the need 
for regulation and control over the functioning of  algo-
rithms, because of  their automated decisions — while 
considering them neutral or a force inevitable is to ab-
dicate responsibility for them.22 That is why Woodco-
ck and Graham expose the need for the informational 
economy to transform itself  due to its contradictions, 
being necessary to give it: (I) transparency – promoting 
clarified and understandable versions about the functio-
ning of  platforms digital; (II) accountability – with the 
expansion of  social responsibility of  organizations that 
hold such a technological power, understanding the re-
levant and negative impact they cause on urban life; (III) 
power to workers – with the promotion of  the streng-
th of  association among workers through visibility and 
integration through appropriate union tools; and (IV) 
democratic ownership of  platforms — with the expan-
sion of  the use of  independent digital tools, linked to 
workers, avoiding the colonization of  platforms through 
their exploratory mediation of  all services. 23

Digital exclusion, from a democratic point of  view, 
consists on what Norris calls “democratic divide”, as 
a result of  which differentiates between those who do 
and those who do not use digital structures to promote 
engagement, mobilizations and participation in public 
life. 24 And this differentiation can cause inequalities in 

istração Pública, Rio de Janeiro, v. 52, n. 6, p. 1015-1031, 2018. p. 1025. 
20  CARDULLO, Paolo; KITCHIN, Rob. Being a ‘citizen’ in the 
smart city: up and down the scaffold of  smart citizen participation 
in Dublin, Ireland. GeoJournal, v. 84, p. 1-13, 2018. p. 1.
21 ZUBOFF, Shoshana. The age of  surveillance capitalism. New York: 
Public Affairs, 2019. p. 535.
22 O’NEIL, Cathy. Weapons of  math destruction: how big data increases 
inequality and threatens democracy. New York: Crown Publishing, 
2016. p. 179.
23 WOODCOCK, Jamie; GRAHAM, Mark. The gig economy: a criti-
cal introduction. London: Polity press, 2020. p. 116.
24 NORRIS, Pippa. Digital Divide: civic engagement, information 

access to digital infrastructure in a marked way, even 
in the context of  informational capitalism, and it does 
not show signs of  reduction, considering that it is not 
enough to provide an inclusion of  access infrastructu-
re: it must have high quality, in order not to fall into 
a deep asymmetry among those included, based on 
the technical capacity to participate – both knowledge 
about the systems and foreign languages   are understood 
here,25 which is something aggravated in the Brazilian 
context, where inequality is still profound in terms of  
access to basic infrastructure such as sanitation, energy 
or drinking water, making the promise of  smart cities 
something dubious, worthy only of  certain pockets of  
wealth or strategic localities – which depend on the de-
cision of  digital corporations to promote access aiming 
to its exploitation.

The generalization of  the use of  technologies goes 
through the expansion of  access, but the digital inclu-
sion process is highly problematic and contradictory in 
the global totality, not including people in the digital 
democratization processes, but promoting their access 
only to hierarchical and cybercultural power, promoting 
global production networks to the field of  private life 
through media saturation — an excess of  communica-
tion that circulates signs through goods — and a com-
puterization of  everyday life — as intense mediation of  
daily life by computerized equipment.26 The inclusion 
that actually takes place is market-oriented, which un-
derstands “citizenship” as “user-centered” applications, 
which ignore social, economic, political and technical 
conditions, especially in a society divided into classes, 
channeling the agency of  these users into habits con-
sumption only.27

Zuboff  divides capitalist modernity into two mo-
ments, being the first one related to industrialization and 
the ways through which it promoted a process of  “in-
dividualization” of  workers, now understood as consu-

poverty, and the internet worldwide. Cambridge: Cambridge Univer-
sity Press, 2001. p. 4.
25 SILVEIRA, Sérgio Amadeu. A noção de exclusão digital diante 
das exigências de uma cibercidadania. In: HETKOWSKI, Tânia Ma-
ria (org.). Políticas públicas e inclusão digital. Salvador: EDUFBA, 2008. 
p. 43-66. p. 55.
26 CAZELOTO, Edilson. A inclusão digital e a reprodução do capital-
ismo contemporâneo. 2007. 180 p. Thesis (Doctorate in Communication 
and Semiotics) – Pontifícia Universidade Católica de São Paulo, São 
Paulo, 2007. p. 43.
27 MARIEN, Ilse; PRODNIK, Jernej A. Digital inclusion and user 
(dis) empowerment: a critical perspective. Info, v. 16, n. 6, p. 35-47, 
2014. p. 39-44.
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mers, able to exercise choices and decide accordingly to 
their demands, repressing expressions of  individuality in 
the name of  mass consumption — a moment that the 
author illustrates as a milestone of  Ford’s mass produc-
tion — while the second modernity produces another 
individual, more connected to Google and Facebook, in 
which individuality it seems to be everything, an ideo-
logy of  psychological sovereignty where consumer ha-
bits become the main expression of  personality. 28 And 
surveillance capitalism fills the gaps in that expression, 
promoting a ubiquitous use of  digital services and social 
networks — but, in fact, it’s about people’s lives being 
transformed, expropriated and reused as a form of  social 
control. Fuchs identifies these individualization processes 
as being completely identified with relations detrimental 
to the public sphere, transforming political agendas and 
life itself  into processes that pay attention only to private 
spheres. In this situation, the citizen ends up restricted 
to his/her ability to be a user, nothing more than a con-
sumer, of  digital platforms that mediate life, and not a 
participant in their democratic regulation. 29

Even if  new information and communication tech-
nologies promote greater capacities for political expres-
sion, corporate interests end up taking these tools to 
the other side – something that Morozov announces as 
the “death of  politics” precisely because of  the alleged 
calculability exercised by platforms, and endless cycles 
of  data exploration would be able to transcend politics, 
making debates and deliberations unnecessary in a sce-
nario where machines are capable of  making suppose-
dly better decisions than humans. 30  Citizens, here, are 
clients, mere tester of  the urban services provided by 
the systems, left only with the succinct task of  evalua-
tion of  the services offered to them (approval, disap-
proval, or simple notes), which produces data that will 
be entered as a goal of  efficiency of  the platform.

The expectation about the democratic possibilities 
of  the Internet has been broken, something that can 
be understood as a phenomenon of  competitiveness 

28  ZUBOFF, Shoshana. The age of  surveillance capitalism. New York: 
Public Affairs, 2019. p. 40.
29 FUCHS, Christian. Critique of  the political economy of  web 2.0 
surveillance. In: FUCHS, Christian; BOERSMA, Kees; ALBRE-
CHTSLUND, Anders; SANDOVAL, Marisol (org.). Internet and 
surveillance: the challenges of  web 2.0 and social media. Abington: 
Routledge, 2011. p. 97.
30 MOROZOV, Evgeny. Big tech: a ascensão dos dados e a morte 
da política. Tradução de Claudio Marcondes. São Paulo: Ubu, 2018.

against cooperation,31 an imposition of  the corpora-
te ideology that colonizes networks, and this alleged 
opening of  networks promoted by technology is limited 
and part of  a process of  concentration of  power throu-
gh which the public sector is converted into a provider 
of  economic support for transnational corporations, 
thus affirming the privatization of  social benefits and 
the socialization of  its eventual losses.32

What the participatory mechanisms of  smart cities 
promote is nothing more than inclusion as consumers 
within a data-driven economy — which could be called 
“empty rhetoric of  the smart city”,33 which promises true 
digital inclusion and only delivers the commodification of  
city   – and this empties the field of  politics and appropria-
tes proposals for solving urban problems under the cloak 
of  ideological paradigms of  efficiency, innovation and se-
curity, and also imposes a digital technocracy that makes 
believe it is possible to deal with political issues through 
technology and give up deliberation, considering the sup-
posed slowness of  democratic processes inefficient when 
compared to the instantaneous calculations of  intelligent 
machines.34 The rationality of  this depoliticized and statis-
tical automation of  decisions is indifferent to the determi-
ning causes of  the contexts where it is located and ideolo-
gically oriented to annihilate contingencies, although it is 
presented as a neutral technological infrastructure and a 
“natural” step towards the future.35

Digital platforms have the practical ability to blur the 
line between contents related to citizenship and to con-
sumers36  — in other words, the mediation of  all services 
by the platforms, ending up meeting trends in commo-
dification, considering that all users end up being custo-
mers with the transformation of  products into services. 
Citizens are seen as consumers, who are mere producers 

31 FUCHS, Christian. Internet and Society: social theory in the infor-
mation age. New York; London: Routledge, 2008. p. 225.
32 SIERRA-CABALLERO, Francisco. Marxismo y comunicación: teo-
ría crítica de la mediación social. Madrid: Siglo XXI, 2020. p. 213.
33 WIIG, Alan. The empty rhetoric of  the smart city: from digital 
inclusion to economic promotion in Philadelphia. Urban geography, v. 
37, n. 4, p. 535-553, 2016.
34 ALVES, Marco Antônio Sousa. Cidade inteligente e governa-
mentalidade algorítmica: liberdade e controle na era da informação. 
Philósophos, v. 23, n. 2, p. 175-210, 2018. p. 232.
35 ROUVROY, Antoinette; BERNS, Thomas. Governamentalidade 
algorítmica e perspectivas de emancipação: o díspar como condição 
de individuação pela relação? In: BRUNO, Fernanda et al. Tecnopolíti-
cas da vigilância. São Paulo: Boitempo, 2018. p. 123.
36 BARNS, Sarah. Platform urbanism: negotiating platform ecosys-
tems in connected cities. London: Palgrave Macmillan, 2020. p. 37.
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of  data for extraction, conditioned to live within accep-
ted limits of  behavior rather than holding possibilities 
to promote transgressions, resistance and opposition to 
norms,37 thus becoming the smart city a device for cali-
brating and capturing the gestures and knowledge pro-
duced by the subject-company in the space of  flexible 
accumulation of  neoliberal capitalism.38

No matter how much social auditability is promoted 
by digital platforms: they end up being mere tools of  
formal transparency of  algorithms, not a truly verifiable 
accountability, since it does not have a critical audience 
that could actively behave to the decisions made by the 
machines, taking into account that the transformation 
of  the citizen into a consumer conforms them to ex-
press a passive consensus and an authorization (or sur-
rendering) to the practices of  the platforms.39

In fact, even knowledge about the functioning of  
systems or consensus about platforms tends to be an 
empty or absent exercise,40 due to the everyday natu-
re of  platforms and data production. Still, under the 
aspect of  technological expertise required to unders-
tand algorithmic management processes, communities 
of  interested professionals end up forming who gui-
de and centralize an authoritative voice over the sys-
tems, and not a group sharing knowledge, beliefs and 
practices that guide a particular vision about the urban 
problems,41 repressing the necessary opening for a true 
participatory harvest.

37 CALZADA, Igor. Smart city citizenship. Amsterdam: Elsevier, 
2021. p. 50.
38 MASSONETTO, Luís Fernando; BACHUR, João Paulo; MO-
RAES CARVALHO, Eduardo de. Reificação da experiência na ci-
dade inteligente: notas para uma crítica da economia política do es-
paço urbano. Direito e Práxis, v. 11, n. 1, p. 591-611, mar. 2020. p. 609.
39  KEMPER, Jakko; KOLKMAN, Daan. Transparent to whom? 
No algorithmic accountability without a critical audience. Informa-
tion, Communication and Society, v. 22, n. 14, p. 2081-2096, 2019. p. 
2092-2093.
40 KITCHIN, Rob. The ethics of  smart cities and urban science. 
Philosophical transactions of  the royal society A: Mathematical, physical 
and engineering sciences, [s. l.], v. 374, n. 2083, p. 1-15, 2016. DOI: 
https://doi.org/10.1098/rsta.2016.0115. p. 9.
41  KITCHIN, Rob; COLETTA, Claudio; EVANS, Leighton; HEA-
PHY, Liam; DONNCHA, Darach Mac. Smart cities, algorithmic 
technocracy and new urban technocrats. In: RACO, Mike; SAVINI, 
Federico. Planning and knowledge: how new forms of  technocracy are 
shaping contemporary cities. Bristol: Policy Press, 2019. p. 206-207.

4  Sensible cities and human rights: 
the overcoming of smart cities seen 
from the cartographies of criticism to 
political economy

When reflecting on the process of  transition to so-
cialism under the legacy of  marxist thought, three pro-
cesses are pointed out by Feenberg: (I) the socialization 
of  the means of  production allied to the replacement 
of  market planning on the allocation of  capital, in or-
der to cause the disappearance of  the market; (II) the 
radical democratization of  society through the end of  
economic, social and political inequalities which are 
characteristic of  class society; and (III) a new pattern of  
technological development that overcomes the material 
and immaterial division of  labor, which characteristic 
of  capitalism. 42 Therefore, his vision requires an appro-
priation of  technologies, which must be democratized, 
in opposition to the private control of  the technolo-
gical means of  production. This aspect is relevant for 
thinking about the role of  technology in a transformed 
world, as it is essential to move away from a “technolo-
gical determinism” that makes us believe that techno-
logies have an autonomous logic that does not need to 
be explained in reference to social processes (including 
the political ones), in favor of  the development of  a 
perspective that recognizes the operationalization of  te-
chnologies according to the history of  each era.43

In the perception that the real-time city of  the in-
formational space is a reality, it is necessary to think 
about urban concepts that can deal with the emergen-
ce of  new actors and social forms of  making the city. 
For these reasons, it is necessary to reorient the idea of    
the smart city to something more centered on human 
participation. This is the example given by the Sensible 
City Laboratory of  the Massachusetts Institute of  Te-
chnology (MIT), led by urban planner Carlo Ratti. This 
group critically addresses the technocratic conception 
of  smart cities and the management of  the Big Data, 
considering the need to reposition the power of  making 
the city to people, thus creating citizens as smart as the 
cities in where they live. It is a perspective that thinks 
urbanism in an ascending (“bottom-up”) way, seeking 

42 FEENBERG, Andrew. Transforming technology: a critical theory re-
visited. Oxford: Oxford University Press, 2002. p. 149.
43 FEENBERG, Andrew. Technosystem: the social life of  reason. 
Cambridge: Harvard University Press, 2017. p. 77-78.
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to overcome therefore the regimes of  new technologies 
imposed by the city-company, centralized and descen-
dingly (“top-down”) imposed.44 This perspective seeks 
to achieve urban optimization combined with humani-
zation, in which systems and citizens really interact.

This society that incorporates machine technology 
with human capacity has brought theoretical conceptions 
that call it “cyborg society” or “cyborg citizenship”, an 
evolution of  a characteristic that has long been present 
in humanity, of  extrinsic appropriation of  technique and 
tools. With the growing presence of  technology occu-
pying a central role in life, it is necessary to embrace the 
skillful task of  rebuilding the boundaries of  everyday 
life, in partial connection with others, in communication 
with all parties.45 This inseparable relationship between 
human beings and technology presupposes what can be 
called a “post-human” condition, precisely because the-
re is a pattern of  co-evolution between two bodies, the 
real (biopsychosocial) one and the virtual one. There is 
an integrated circuit that includes human and non-human 
components, which moves towards a general convergen-
ce, to the point of  being indistinguishable.46 Because they 
also consider this a condition of  no return, urban plan-
ners in sensitive cities yearn for a new cyborg, capable 
of  working in network with machines and empowering 
individualities through the lenses of  others.47

This radical integration between digital systems and 
urban planning must imply the redirection of  technolo-
gy and built environments, and architecture must also 
be like an extension of  the body – a “living” architec-
ture. The purpose of  this is to provide active environ-
ments where there is creation in networks, based on the 
dynamics of  bodies, which must be fully vibrant and 
alive even if  the buildings are no longer voluptuous and 
shocking (as they are under the aegis).48

44 RATTI, Carlo; CLAUDEL, Matthew. The city of  tomorrow: Sen-
sors, networks, hackers, and the future of  urban life. New Haven: 
Yale University Press, 2016. p. 19.
45  HARAWAY, Donna. Manifesto ciborgue: antropologia do ciborgue. 
Belo Horizonte: Autêntica, 2000. p. 98-99.
46 SANTAELLA, Lúcia. Pós-humano: por quê? Revista USP, n. 74, 
p. 126-137, 2007.
47 RATTI, Carlo; CLAUDEL, Matthew. The city of  tomorrow: Sen-
sors, networks, hackers, and the future of  urban life. New Haven: 
Yale University Press, 2016. p. 36.
48 RATTI, Carlo; CLAUDEL, Matthew. The city of  tomorrow: Sen-
sors, networks, hackers, and the future of  urban life. New Haven: 
Yale University Press, 2016. p. 44.

Three points are essential to rethink the city in the 
paradigm shift from smart cities to sensible cities: (I) 
mobility; (II) energy; and (III) knowledge.49 The great 
technological apparatus that allows the management of  
public services in real time, at a distance and with lower 
costs, managed under a platform based on common-
-doing, may mean the emergence of  a data-driven di-
gital city, but sensitive to its practices. Sensitive cities, 
here, serve as a model to point out an adequate urban 
design for the new world, but which understands that 
this new city will not exist as a result only of  the urban 
design, arising from the transformation of  society that 
(re)appropriates technologies democratizing them.

The paradigm shift from smart cities to sensitive cities, 
as indicated by their interaction with the political economy 
of  this time, will not occur, however, only as a product 
of  the will of  urban planners and politicians – and here a 
criticism of  the MIT Sensible City Laboratory is sustained 
precisely because the general conditions of  society that 
provide smart cities has a technocratic, undemocratic and 
exploratory format of  personal data, being derived from 
a specific economic trend, the data-driven economy – that 
is, the smart city is a product of  its history and, therefore, 
the sensible city also needs to be so.

It will only be possible through processes that change 
the structure of  production in urban space. In other wor-
ds, it is necessary to transform society and everyday life, 
being essential: (I) the (re)appropriation of  technologies, 
through democratic and collective ownership through 
common making, to finally use them properly and with 
effectively transparent objectives; and (II) a conception 
of  the right to the city and spatial justice based on the 
emergence of  new forms of  life, of  interaction for the 
production of  urban space, allowing the formation of  
radical differences not mediated by capitalism – truly 
nomadic thinking for the orientation of  Human Rights 
from everyday life, from below, that is, that such rights 
are mediated and mediators of  spatial relations.

4.1  (Re)appropriation of spaces by 
technopolitics

More than an unprecedented way of  conceiving 
space, an innovation in urban thinking, the policy of  

49 RATTI, Carlo; CLAUDEL, Matthew. The city of  tomorrow: Sen-
sors, networks, hackers, and the future of  urban life. New Haven: 
Yale University Press, 2016. p. 45-63.
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this new city, which surpasses the smart city, needs to 
be based on an urban technopolitics capable of  reha-
bilitating the capacity to know, govern and imagine the 
city,50 moving it away from the majority paradigm of  
smart cities, which imposes specific and inaccessible 
knowledge to citizens, governed in a technocratic way 
and with insignificant instruments of  participation, and 
in which the collective imagination is restricted to the 
possibilities of  solving problems based on urban indica-
tors available on the platforms. This technology resides 
in technological appropriation and social organization, 
realizing how digital culture allows a multiplicity of  new 
practices, forms of  non-corporate mediation and self-
-organization, opposing the models of  reference of  the 
social reproduction of  capitalism – this participatory 
communication here serves the logic of  multiplicity and 
social autonomy.51

The (re)appropriation of  technologies that produ-
ce urban space becomes the possibility of  using them 
for transparent and democratic purposes, resisting and 
freeing people from the technological colonization by 
Big Techs, assuming, by the citizens, a role of  respon-
sibility for the applications and infrastructure of  urban 
management platforms, giving up the presence of  orga-
nizations that promise to sell well-being. It is the search 
for “digital sovereignty”,52 which is the ability of  citi-
zens to participate in decisions about the use of  tech-
nological infrastructure in their city, a capability neces-
sary for effective democratization of  society and urban 
management, as the corporate smart city has objectives 
incompatible with substantial social participation in the 
production of  urban space, to the point of  requiring su-
fficient informational opacity and asymmetry to ensure 
its exploitation of  behavioral added-value and fostering 
competitiveness between cities as the only means of  de-
velopment.

In the aspect of  urban management, this (re)appro-
priation of  space and technologies means overcoming 
the technocratic master planning imposed by the hege-
mony of  smart cities, in the name of  an emerging plan-

50  KARVONEN, Andrew. Urban techno-politics: knowing, gov-
erning, and imagining the city. Science as Culture, v. 29, n. 3, p. 417-
424, 2020. DOI: https://doi.org/10.1080/09505431.2020.1766011.
51  SIERRA-CABALLERO, Francisco. Cyberactivism and social 
movements: the oppositional public space in contemporary tech-
nopolitics. Revista Latina de Comunicación Social, v. 73, p. 980-990, 
2018. p. 985.
52 MOROZOV, Evgeny; BRIA, Francesca. A cidade inteligente: tecno-
logias urbanas e democracia. São Paulo: Ubu, 2019. p. 79.

ning done in a bottom-up guideline.53 Practices linked to 
the so-called “hack the city” invest in the alternative use 
of  technologies, socially appropriated in practices not 
offered or intended by the programmers of  hegemo-
nic platforms, but as a means of  effectively producing 
community co-creation of  spaces,54 even under a scena-
rio where urban development is determined by forces 
such as the market and bureaucracy, the appropriation 
of  digital tools serving active involvement through the 
radicalization of  democratic practices.55

It is the opportunity to build a city of  the “do it 
yourself ” type, but not precarious, under the domain 
of  technological infrastructure – that is learning to seek 
to take control of  technologies as hackers do, but more 
than that for the personal consumerist interest, as a tool 
to seek deep social change, thus being denied the smart 
city offered by the market.56

At this point, “hacking the city” means expanding 
public spaces by connecting citizens in real time to pri-
vate spaces for society to comment, plan, think and 
create. Hacker value is essential for urban intervention, 
and the latter is essential for building a sensitive city.

This is a democratic logic based on valuing the com-
mons, based on direct political participation on anything 
put in common.57 The collective appropriation of  the 
digital infrastructure is essential for a society that pro-
duces commons — in communication, nature, social 
assistance, health, education, knowledge, arts, culture, 
food and housing — given that the logic of  the market 
– which is of  merchandise, competition and business 
– results in fundamental inequalities of  access to such 
commons, and it is therefore necessary to produce te-
chnologies guided by the common – common property 

53 CALZADA, Igor; COBO, Cristobal. Unplugging: deconstructing 
the smart city. Journal of  Urban Technology, v. 22, n. 1, p. 23-43, 2015. 
p. 33-34.
54 AVRAM, Gabriela. This is our city! Urban communities re-ap-
propriating their city. In: LANGE, M. de; WAAL, M. de (org.). The 
hackable city: digital media and collaborative city-making in the net-
work society. Cham: Springer, 2019. p. 129-152. DOI: https://doi.
org/10.1007/978-981-13-2694-3_7. p. 132 -134.
55 DORK, Marian; MONTEYNE, David. Urban co-creation: en-
vising new digital tools for activism and experimentation in the city. 
CHI Conference Proceedings, Vancouver, May 7-12, 2011. p. 7.
56 TOWNSEND, Anthony. Smart cities: buggy and brittle. What 
if  the smart cities of  the future are chock full of  bugs? Places Jour-
nal, 2013. Disponível em: https://placesjournal.org/article/smart-
cities/. Acesso em: 31 out. 2021. p. 166.
57 DARDOT, Pierre; LAVAL, Christian. Comum: ensaio sobre a rev-
olução no século XXI. Sao Paulo: Boitempo, 2017. p. 599.
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media, which constitute common spaces of  communi-
cation and political debate — as a result of  the struggle 
against colonization and commodification of  life.58

4.2  The right to the city as a production 
of difference and spatial justice as an 
archetype for the reorientation of Human 
Rights

The right to the city is, in fact, a right to difference 
through the appropriation of  the city and information, 
deeply critical to the notion of  difference under capita-
list abstraction, which transforms differences into mere 
reductive particularities — a completely predictable di-
fference.59 The unpredictable difference is the comple-
tely polysemic process of  true difference,60 a dialectical 
difference alien to the production of  difference in the 
capitalist urban space, which is based on processes of  
segregation and the production of  inequality. Lefebvre’s 
proposal is to maximize difference, an unreified diffe-
rence that is formed in creative moments, such as the 
party and community democracy, being a humanism 
of  differentiations. The production of  differential spa-
ce allows the space experienced by people to remove 
the city from the space conceived by the technicians, 
overcoming the exclusionary and oppressive logic of  
capitalist urbanism, becoming appropriated by the po-
pulation, which starts to build and manage the city, not 
merely consuming goods and services anymore.61

Urban practice, or the way people live the city, beco-
mes essential to conceive it, paying attention to the pro-
duction of  difference, to creative acts of  rupture of  the 
capitalist continuum, to emerging agencies that project 
transformed lives, both as resistance and as a project for 
a new daily life. Common-making is a practice of  pro-
ducing difference that explores gaps and fissures, whi-

58 FUCHS, Christian. Critique of  the political economy of  infor-
mational capitalism and social media. In: FUCHS, Christian; SAN-
DOVAL, Marisol. Critique, social media and the information society. New 
York: Routledge, 2014. p. 62-63.
59 LEFEBVRE, Henri. Le manifeste différentialiste. Paris: Gallimard, 
1970.
60 MOREIRA, Ruy. A diferença e a Geografia: o ardil da identidade 
e a representação da diferença na geografia. GEOgraphia, v. 1, n. 1, 
p. 41-58, 1999.
61 CALGARO, Cleide; HERMANY, Ricardo; SILVA, Diego Coim-
bra Barcelos da. Espaço abstrato e espaço diferencial: a compreen-
são do direito à cidade em Henri Lefebvre. Revista de Direito da Ci-
dade, v. 12, n. 3, p. 476-501, 2020. p. 2044.

ch, in turn, are caused by and influence practices, such 
as emancipatory possibilities created in everyday life.62

The production of  this difference, in the context of  
digitized cities in their form of  data-driven urbanism, 
requires agencies between technologies and people, 
forming cyborg corporeality - as embodied assembla-
ges that break the capitalist paradigms of  technology 
and use machines in a renewed way, in a simultaneous 
relationship between technology and physical bodies 
- which escape from determinations of  hegemonic te-
chnological production in the name of  in-between mo-
ments, fleeing from dualisms in the which society has 
instrumentalized bodies, such as race, gender, politics, 
human/non-human — living in a constant heresy of  
meanings, building discursive machines that encourage 
splitting with violent ontological continuums, making 
bodies ungovernable. Practices such as that of  techno-
-activist collectives form a technopolitical arrangement 
that proposes “thinking with machines”,63 experiences 
that take place with technologies, forming new political 
compositions. And these experiences range from ha-
cktivism — the manifestation and political interaction 
under the technical domain of  programming and digi-
tal instruments — to the crowd — which went throu-
gh a “technopolitical turn”,64 making the use of  digital 
tools for political representation and insurrections, even 
making specific practices developed at the level of  ha-
cktivism every day.

These new forms of  claiming and political identity 
also presuppose new agendas, ethical foundations of  
this hacker production that demands new rights, such 
as digital sovereignty, the promotion of  open data and 
digital education – being these the foundations for a 
rupture in the ontological continuum of  smart cities for 
a sensitive city.

Understanding Law as a producer and product by 
space, the production of  difference in creative acts that 
promote self-management of  the city and (re)appro-

62 TONUCCI FILHO, João Bosco Moura; CRUZ, Mariana de 
Moura. O comum urbano em debate: dos comuns na cidade à ci-
dade como comum. Revista Brasileira de Estudos Urbanos Regionais, São 
Paulo, v. 21, n. 3, p. 487-503, 2019. p. 500.
63 PARRA, Henrique Zoqui Martins. Experiências com tecnoativ-
istas: resistências na política dividual? In: BRUNO, Fernanda et al. 
Tecnopolíticas da vigilância. São Paulo: Boitempo, 2018. p. 343.
64 SANCHO, Guiomar R. Multidões conectadas e movimentos so-
ciais: dos zapatistas e do hacktivismo à tomada das ruas e das redes. 
In: BRUNO, Fernanda et al. (org.). Tecnopolíticas da vigilância: perspec-
tivas da margem. São Paulo: Boitempo, 2018. p. 368.
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priation of  technology and (physical or digital) spaces is 
an essential force, composed of  cartographies formed 
by bodies, which promotes ruptures in the ontologi-
cal continuum of  the capitalist city in its “intelligent” 
form, an effective spatial justice based on practices may 
emerge from this scenario, reorienting normativity at 
the level of  urban management and citizenship – not 
something like social justice, built under consensus pro-
cesses, dialogue, negotiations, but a product of  bodily 
affections, an inherent result of  the production of  di-
fference.65

This difference where spatial justice emerges occurs 
in repetition, as a contingency — an active force that 
differentiates things — being space the foundation for 
the emergence of  Law, but which only occurs throu-
gh the movement of  escape from Space and Law. It is 
the withdrawal, through the creative act that produces 
difference, which makes a certain withdrawal of  the im-
manent violence of  these forms under capitalism capa-
ble of  returning to a reoriented reality. Although they 
represent a condition of  mundaneness and repetition 
of  life,66 these practices have the capability to produce 
original subjectivities, which Guattari and Rolnik call 
“daring to single out”. 67

Under the analysis of  spatial justice, Human Rights, 
as an international normative system, are not a form of  
rupture, of  removal from the lawscape – on the contra-
ry, they stabilize in atmospheres with their own onto-
logies and characterized by closure – in which the only 
option to rupture is itself  controlled, that is, through an 
operation it controls, not being adept at producing mul-
tiple singularities that even space makes available. The 
atmosphere of  Human Rights is a large set of  practices 
and experiences, but it is reduced to calculability and 
security, conditioning even the affections of  the bodies 
that form it into blind figures who live under atmos-
pheric principles – that is, they are legally and politically 
manipulated, although they seek to present themselves 
as spontaneous.68

65 PHILIPPOPOULOS-MIHALOPOULOS, Andreas. Spatial jus-
tice: body, lawscape, atmosphere. New York: Routledge, 2015. p. 174.
66 PHILIPPOPOULOS-MIHALOPOULOS, Andreas. Repetition 
or the awnings of  justice. In: BEN-DOR, Oren (org.). Law and art: 
justice, ethics and aesthetics. London: Routledge, 2011. p. 46.
67 GUATTARI, Félix; ROLNIK, Suely. Micropolítica: cartografias do 
desejo. 4. ed. Petrópolis: Vozes, 1996. p. 45.
68 PHILIPPOPOULOS-MIHALOPOULOS, Andreas. Spatial jus-
tice: body, lawscape, atmosphere. New York: Routledge, 2015. p. 137.

It is necessary to go the other way to promote sensi-
tive cities for spatial justice, promote the counter-intui-
tive movement of  withdrawal, with which, from Space 
and Law, space justice can emerge, escaping from the 
atmosphere of  the international system, forming “Hu-
man Rights” from below — that’s why Philippopoulos-
-Mihalopoulos69 points to the need to produce a “lesser 
Law”, formed by the insistent, continuous and tireless 
process of  production of  ruptures, forming cartogra-
phies of  difference, reorienting Law and Space in the 
emergence of  spatial justice, a subversion of  the do-
minant reality by producing subjectivities capable of  
collapsing capitalistic subjectivity.70 And this is a criti-
que of  Human Rights also present in Lefebvre’s Marxist 
conception of  the right to the city, which, by recogni-
zing the structural inequality of  the capitalist political 
economy, understands the Human Rights system as an 
irreconcilable contradiction, in which its claim to uni-
versalization is nothing more than legal ideology, since 
society is divided into classes with opposing interests 
– being necessary, to overcome this division, the (re)
appropriation of  politics, the city and technologies, in 
the name of  a society that produces substantial diffe-
rences.71

The practices of  (re)appropriation of  urban mana-
gement technologies form ruptures in the continuum 
of  the hegemonic smart city, a continuum that is no-
thing more than a deepening of  the production of  the 
urban space of  capitalism, under the guise of  the trans-
formations that have occurred in the political economy 
that allow the economic valuation of  personal data. A 
“hacker” ethics represents values   and principles that 
directly oppose the private appropriation of  informa-
tion and communication technologies expressed in a 
tremendous colonization of  networks by big techs whi-
le exploring a ubiquitous behavior surveillance culture, 
being movements in favor of  popular appropriation of  
technologies, the radicalization of  participation, the co-
-creation of  urban planning, representing true lines of  
flight from the capitalist ontology dominated by the ex-

69  PHILIPPOPOULOS-MIHALOPOULOS, Andreas. To have to 
do with the law: an essay. In: PHILIPPOPOULOS-MIHALOPOU-
LOS, Andreas (org.). Routledge handbook of  law and theory. London: 
Routledge, 2019. p. 491.
70 GUATTARI, Félix; ROLNIK, Suely. Micropolítica: cartografias do 
desejo. 4. ed. Petrópolis: Vozes, 1996. p. 30.
71 CARLOS, Ana Fani. Henri Lefebvre: o espaço, a cidade e o “di-
reito à cidade”. Direito e Práxis, Rio de Janeiro, v. 11, n. 1, p. 349-369, 
2020. p. 367.
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ploration of  everyday life and the most diverse oppres-
sions — and from there, a spatial justice based on the 
best use can emerge, in repetition. technologies accor-
ding to the collective use of  urban commons, whether 
physical, digital or the cyborg in-between.

Thus, post-humanism and the new materialism asso-
ciated with the notion of  spatial justice lend, in critical 
appropriation, mechanisms for the realization of  a re-
newed right to the city, updated for smart cities, which 
requires the appropriation of  urban management in the 
name of  self-management and the appropriation of  te-
chnologies – thus promoting the revolution in manage-
ment and everyday life72 within the scope of  smart cities 
– so that a right to difference can emerge, the produc-
tion of  a truly differential space.

5 Conclusion

It is possible to conclude that smart cities do not 
feature advances in the realization of  a human right to 
participation — on the contrary, they generally includes 
citizens in highly depoliticized contexts. Furthermore, it 
was revealed that a structural inequality is the founda-
tion of  smart cities – the informational asymmetry that 
deeply divides users and big techs – and it has direct 
effects on democratic processes, because however much 
NICTs allow for the advancement of  communication 
and information instruments, the political inclusion de-
veloped in this way, in reality, it proves to be deficient, 
considering that the line that separates decisions taken 
by citizens from consumer decisions becomes blurred 
(in a “gray zone”), increasingly tenuous and diffuse due 
to ideological foundations, being the only inclusion pro-
moted to individuals the access to consumption platfor-
ms in the role of  customers.

The idea according to which smart cities may be 
considered the solution to problems of  political in-
clusion — that is, the implementation of  the right to 
participate in urban management — does not resist the 
contradiction presented by an antithesis that tests the 
quality of  such a participation, since the tendency of  a 
technocratic and alienated management of  the city, in 
which citizens do not know when and why the urban 

72 CARLOS, Ana Fani Alessandri; ALVES, Glória; PADUA, Rafael 
Faleiros de (ed.). Justiça espacial e o direito à cidade. Sao Paulo: Contexto, 
2017. p. 56.

management algorithms make decisions, was demons-
trated, and are thus led to believe that algorithmic deci-
sions are the best.

In the first part of  the research it was observed that 
the effective critique of  the smart city needs to be aimed 
to its informational political economy — more than a 
critique of  its consequences, such as the violation of  
personal privacy and the unavoidably anti-democratic 
technocratic tendency — and should expose the struc-
ture that provides conditions for the mechanism of  ex-
ploitation of  people and allows the expansion of  smart 
city projects led by digital corporations.

Its second part leaded to notice that supposedly 
open and democratic digital spaces of  smart cities be-
come platforms in which the use of  digital technolo-
gies involves surrendering to the most varied forms of  
power of  big techs, revealing a profound informatio-
nal asymmetry by computational power, in which users 
only access available services meanwhile platforms re-
gulate practices and behaviors through an algorithmic 
governmentality — a means of  control exercised with 
the consent of  users, who need or are led to use the 
services of  these platforms.

And its final part has shown that the (re)appropria-
tion of  technologies is necessary – that is, the desti-
tution of  power and the overthrow of  informational 
asymmetry between citizens and corporations – so that 
their use for the production of  a differential space and 
ruptures where spatial justice can emerge, paying atten-
tion to already existing practices such as cartographies 
of  difference, assemblages that produce ruptures in 
capitalist society, initiatives linked to hacker ethics – in 
which there is a tireless opposite stance towards the te-
chnical domain of  large corporations, and in which the 
need for popular mastery of  knowledge and technolo-
gical development is recognized.

Reappropriation constitutes a human right to ra-
dicalized participation, based on the appropriation of  
technologies and the self-management of  their develo-
pment, which can only emerge outside the atmospheres 
of  State Law or International Human Rights norms, but 
as a result of  minor and singular repeated practices and 
everyday conflicts.
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